Technology Update

Electronic Diaries, Part 2

The Role of
the Clinical Protocol

in Developing and Implementing Electronic Diaries

Teri Stokes and Jean Paty

Developing clinical protocols for studies
using electronic diaries requires
collaboration between the clinical and
technical teams.

Teri Stokes

ubject diaries are used in
S about one-fourth of all

clinical trials to collect data
on primary and secondary
endpoints.! Part 1 of this four-part
series on developing and imple-
menting subject diaries compared
and contrasted traditional paper
and electronic diaries.?

In that article, we examined
both methods in the context of
existing FDA and ICH regulations
and guidance for capturing diary
data. We concluded that newer,
electronic methods are in fact
more compliant with FDA and
ICH data standards than tradi-
tional paper diaries. The rest of

Jean Paty

this series focuses solely on
electronic patient diaries (EPDs),
in an effort to help clinical
researchers better understand the
process of implementing an
electronic system to be used in
their clinical trials.

In our experience, clinical
teams evaluating the use of an
electronic diary system often
express that they
e are uncertain about the regula-

tory compliance of electronic

systems (see Part 1).
¢ do not know how an electronic

system is specified, built, and

deployed.
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e are unsure about the effect of
including an electronic diary in
the clinical trial development
process and timelines.

e wonder what changes an
electronic diary will require
from the participants in the
clinical trial process—sponsor
staff, monitors, investigators,
and subjects.

To address these concerns,
this and the following articles in
the series present the clinical,
technical, and regulatory issues
involved in the development and
implementation of EPD trials that
meet regulatory requirements.
Although clinicians have reason-
able concerns about adopting
technology, we plan to demon-
strate that the collaboration of
clinical and technology teams can

A slight departure

House style for Applied
Clinical Trials requires that
articles make the FDA and
ICH distinction between
patients (persons under
physicians’ care for a par-
ticular disease or condi-
tion) and subjects (individu-
als who participate in a
clinical trial, either as
recipient of the investiga-
tional product or as a con-
trol). The authors of this
article requested that we
use the term patient diary,
however, saying that it is a
commonly used and recog-
nized term. We have, there-
fore, ignored the regulatory
distinction on this occa-
sion. —The Editors

Two perspectives on electronic diaries

The authors of this Technology Update series have differing
but converging views on electronic diaries. Teri Stokes, a
global validation consultant, takes a technical-regulatory
perspective. Jean Paty, a clinical researcher and ESD
consultant, takes a clinical-regulatory perspective.
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Figure 1. The user requirements specification (URS) for e-diary design.

result in a robust clinical trial
executed in a timely fashion.

Our experience is primarily
with EPD systems implemented
on handheld computing devices
(personal digital assistants, or
PDAs). Consequently, such
systems are used as the example
in the rest of the series. There are,
however, a number of other ways
to implement EPDs—interactive
voice response systems (IVRSs),
for example. Although such
systems are not the focus of our
discussion,  the  principles
discussed here can be applied to a

Glossary

CTLC clinical trial life cycle
EPD electronic patient diary

FRS functional require-
ments specification

ICH International Confer-
ence on Harmonisation

PDA personal digital assis-
tant

SDD system design descrip-
tion

SDLC system development
life cycle

URS user requirements
specification

broad array of subject-based data
collection systems, including IVRS.

Protocol development for
an EPD study
The first step for any clinical trial
is to develop a protocol. For
studies that make use of an
electronic diary component, it is
important to understand the role
of the protocol in developing an
EPD system that delivers data that
meets FDA and ICH electronic
data regulations and guidance.
Along with our discussion of the
role of the protocol in developing
an EPD system, we discuss the
roles and responsibilities of the
participants in a clinical trial.
Finally, we mention the software
development life cycle (SDLC)
approach to the development and
deployment of an EPD study—an
approach that will get more atten-
tion later in this series.

Here, we address several
questions about regulatory issues
in subject diary research.

o What is the process of produc-
ing a protocol for an EPD
study?

e What role does the clinical
protocol play in the develop-
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ment of an electronic subject
diary system?

o What are the sponsor, investi-
gator, and subject roles in an
EPD study?

e How do the clinical trial life
cycle and the system develop-
ment life cycle interact in the

design, development, and
deployment of electronic
subject diaries?

Producing a protocol
Clinical-regulatory perspective
(Paty). Fundamentally, preparing
a protocol for an EPD study is
much like preparing a protocol for
any traditional subject diary study.
The clinical team responsible for
the trial delineates the primary
and secondary objectives, and
then documents the trial design,
treatment of subjects, and assess-
ment of efficacy and safety in the
protocol—per section 6 of the ICH
Guideline for Good Clinical
Practice.

The key difference between
the protocol for an EPD study and
one using a traditional paper diary
is that EPD technology enables
researchers to implement novel
study designs. To better under-

stand how EPD systems enable
new study designs, it is first useful
to consider the factors that influ-
ence the study designs typically
used in a paper diary trial.

All subject diaries aim to
directly capture the subject’s
experience at a medical moment.
We use the term medical moment
to describe the subject experience
prescribed for capture by the clini-
cal protocol. Longstanding clinical
lore, now supported by empirical
studies,?5 maintains that a
number of subjects will not
complete their paper diary, will
give out-of-range answers, and/or
will complete the diary long
after—sometimes even before3—
the relevant medical moment.

In response to these known
issues with paper diaries, clinical
teams often reduce the scope of
study objectives or the amount
and type of data to be collected in
a diary protocol. Studies using
paper diaries, for example, often
ask subjects to complete their
diaries once a day.6 The end-of-day
diaries often ask subjects to
report on several events that
occurred during the day (for
example, micturitions in urinary
incontinence trials) or to aggre-
gate their experience for the day
(for example, average pain level in
arthritic subjects). Because we
ask subjects to retrospectively
recall a number of brief events
and/or to summarize their experi-
ence, such designs are vulnerable
to recall-based bias and error.” A
number of studies have shown
that even these brief periods of
recall can be biased and inaccu-
rate.8,9

To optimally capture brief
medical moments, subjects
should be able to enter data in real
time, at the occurrence of the
medical moment.10 This approach
yields the most reliable and
accurate data, and therefore
allows the strongest test of the
study objectives.!! For example,
the most accurate count of daily
micturitions would be derived
from having subjects make entries
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Figure 2. The functional requirements specification (FRS) for e-diary design.

when the micturitions occur,
rather than at the end of the day.
The most accurate reflection of
daily pain would be an aggregate
of multiple momentary pain
assessments captured across the
day.12 Such real-time protocols
have been successfully imple-
mented with electronic subject
diaries; for examples, see Hufford
and Shields.6 Thus, by facilitating
real-time recording of events,
electronic diaries can extend
diary study designs in clinically

significant ways.
Technical-regulatory perspec-
tive (Stokes). The use of

electronic subject diary technol-
ogy gives the clinical research
team an array of options to
support the quality, integrity, and
regulatory compliance of self-
reported data. The wuse of
electronic diary technology
should also enhance and expand
the medical horizon for a clinical
protocol and not restrict it to an
electronic version of past experi-
ence with paper diaries. To accom-
plish this, the clinical protocol
must closely describe the
subject’s experience in the
medical context and define experi-

ence reports and collection time
strategies in detail.

In other words, the clinical
protocol must identify what
medical moments the subject
should observe, Zowthe subject is
to measure or describe those
medical moments, and w/en the
subject is to report the medical
moments. By doing this, the clini-
cal protocol provides the basis for
some of the key sections of a user
requirements specification (URS)
for an electronic diary (Figure 1).
The clinical team may choose to
include sufficient details in the
protocol to make it act as the URS,
but most often a separate URS
document is developed with the
aid of a technical team. The URS
document contains the technical
details necessary to develop the
EPD for that trial. The URS is
based on a final protocol, and
typically developed after the
protocol has been fully specified.

Protocol’s role in

developing an EPD system
Clinical-regulatory perspective
(Paty). The clinical protocol, as
stated above, provides the basis
for developing the technical speci-
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fications for the EPDs. The proto-
col thus acts as the first mover in
the development of the EPDs, but
that fact need not change the
general process of protocol devel-
opment for clinical researchers.
The primary difference required
for an EPD protocol is the addition
or modification of sections that
describe the computerized system
to be used in the trial.13 This may
include the following protocol
sections from section 6 of the ICH
Guideline for GCP: inclusion/
exclusion criteria for subjects
(6.5.1 and 6.5.2), assessment of
efficacy and/or safety (6.7 and
6.8), and treatment of subjects
(6.4.4).14 (Also see what, how, and
when components above.).

The inclusion/exclusion crite-
ria under subject selection should
include a statement regarding
subjects’ ability and willingness to
comply with use of the data collec-
tion device to record their medical
moments (as would be the case in
any trial). When considering
inclusion criteria, a frequently
stated concern is that elderly
subjects will be unable to use EPD
systems. Recent comparisons
clearly show that elderly subjects

perform as well as, and in some
cases better than, younger
subjects.’> Another inclusion
criterion that can be used in an
EPD trial is timely completion of
the diary, which can be
measured by comparing the
date and time stamps on the
EPD data stream against what is
expected of the subject.

The assessment of efficacy
and/or safety sections of any
protocol will include descrip-
tions of what medical moments
are to be captured and what is to
be measured at those moments.
A protocol that includes an EPD
component should describe
how the PDA will be used to
capture the medical moments,
when the subjects should use
the device to record those
moments, and what measures

will be implemented on the
system. The use of technology-
specific features, such as real-time
edit checks of data, might also be
mentioned.

In some trials, the PDA might
be used to capture information
about the study medication in
addition to efficacy and safety
data, and that would also be
discussed in the protocol. When
the URS is a separate document,
those protocol sections can
include a general description of
the use of the EPD system, and
leave the technical details to the
other documents generated in
developing the system.

Technical-regulatory perspec-
tive (Stokes). The sponsor’s
protocol should specify the ratio-
nale for collecting data in the
context of the medical problem to
be solved. It should specify the
type of data to be collected to
describe a given medical moment,
the timing and sequence of data
collection, and the clinical logic
and diagnostic inclusion/exclu-
sion rules for measuring data
integrity and accuracy within the
context of the medical problem
being studied.

The URS is a high-level specifi-
cation that is developed jointly by
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9 Steps in the Subject Diary Life Cycle (SDLC)a

Steps 1 and 2

The overall life cycle for an electronic subject diary is much
the same as for any other regulated data collection system. It
begins with the approved clinical protocol that defines the
medical moments to be reported by the subject. The sponsor
(clinical and technology teams) further refines the clinical pro-
tocol into a user requirements specification (URS) by describ-
ing the sponsor, investigator, CRO, and subject roles more
closely for their responsibilities related to the diary device, the
diary data, and the diary database.

The technical team responds to the URS with a functional
requirements specification (FRS) to describe the electronic
functionality that the diary technology needs to provide in order
to meet the user requirements. This often takes the form of
logic flow diagrams and prototype views of proposed diary dia-
logue screens.

Steps 3, 4,and 5

Once the FRS is approved, the technology team can prepare a
system design description (SDD) for developing the diary soft-
ware system and database. After the technology team builds
the diary software for the specific trial it is tested formally
against the SDD and FRS to ensure that the design was accu-
rately implemented and that all the functionality was delivered.

Step 6

After the diary functional testing is complete, the sponsor’s
clinical team performs a formal acceptance test of the diary to
be sure that all the user requirements in the protocol/URS
have been met. It is important that user acceptance testing
check for the needs of all roles—sponsor, investigator, CRO,
and subject. The logistics for device handling are also checked
at this time.

Steps 7 and 8

Once sponsor acceptance testing is completed, the diary sys-
tem can be deployed to the investigator sites. The investigator
staff then implements the diary process with subjects accord-
ing to the study protocol. If there is a change or amendment to
the protocol that affects the diary functions, a fix and maintain
cycle is activated under strict change control and with renewed
testing.

Step 9

When the last subjects have returned their devices and their
data is locked in the study database, the site closeout process
is initiated. An accurate and complete copy of the electronic
diary data for site subjects is prepared and sent to the investi-
gator for retention in the site’s study archive. Recent draft guid-
ance for 21 CFR 11 discusses key principles to follow for main-
taining electronic records for retention periods. When all the
sites have closed out, the diary database is prepared for
exporting to the sponsor’s clinical data management and/or
SAS systems.

aFigure 3

the clinical and technical teams. It
should list the requirements for
the system in a manner and
language understood by the clini-
cal team. The URS should briefly
identify the data flow from subject
to investigator to sponsor and the
types of interaction between those
three. If a trusted third party is
involved, their data and device
roles need to be identified. The

URS should also define the
geographic scope of a clinical trial,
because time stamps for data
must include information about
time zones.16 To a greater techni-
cal degree than the protocol does,
the URS specifies the what, how,
when, and why of data to be self-
reported by the subject.

The  technology  team’s
response to the URS is a detailed
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Figure 3. The system development life cycle (SDLC) for an

EPD.

functional requirements specifica-
tion (FRS) that will be used by the
software developers of the EPD
system. An active dialogue
between the protocol team and
the diary technology team is
essential to develop a good
functional specification. Protocol
teams that are used to thinking in
terms of a static paper diary often
need support in applying the new
tools available to them when using
EPDs. Support may be needed
both for understanding the new
options available with technology
and for the discipline of plotting
out the logic of diary data
pathways in the protocol and URS.

The FRS should address such
factors as logon security, range
checks for numerical data, spell
checks for text data, logic checks
for data entered over time, time
stamps, and audit trails (Figure 2).
While no technology can prevent
humans from entering deliberate
misinformation, accurate time
stamps can prevent humans from
recording any data at an unaccept-
able time or in an unacceptable
sequence according to the proto-
col. Electronic alarms can prompt
people to make entries as sched-
uled by a protocol. Logon
password security can prevent
unauthorized entry of informa-

tion. Electronic field checks can
verify that the expected type of
data has been recorded (such as
numeric data within a specified
range or analogue data to a partic-
ular scale or text data in defined
multiple-choice or free-format
fields). Such electronic checks
support both data quality
(attributable, legible, contempora-
neous, original, accurate)!3 and
regulatory compliance to 21 CFR
11 for electronic record keeping.1”
The FRS should address each of
these components.

Thus, the protocol is the basis
of the URS and FRS documents,
which in turn guide the
software/system development life
cycle (SDLC) shown in Figure 3.

Sponsor, investigator, and
subject roles

Clinical-regulatory perspective
(Paty). The roles and responsibili-
ties of the sponsor, investigator,
and subject remain largely the
same for an EPD trial as for any
other clinical trial. For example,
the sponsor still provides ongoing
monitoring of the investigative
sites (per the ICH guideline for
GCP, 5.18). The procedure for
monitoring the diary portion of
the trial is quite different,
however, because there is no need
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Figure 4. The clinical trial life cycle (CTLC).

to review paper diary pages. The
data, already in electronic form, is
less vulnerable to common
problems with  handwritten
diaries, such as out-of-range
responses, illegible comments in
margins, and blank diary pages.
Thus, the clinical monitor is freed
to focus on the actual quality and
integrity of the data. The
monitor’s role can be facilitated by
summary versions of the
electronic diary data that show
the subjects’ compliance with the
protocol procedures.

In any clinical trial, the investi-
gator must “prepare and maintain
adequate and accurate case histo-
ries that record all observations
and other data pertinent to the
investigation on each individual
administered the investigational
drug or employed as a control in
the investigation” (21 CFR
312.62(b)16). In an EPD trial, the
source data is the responsibility of
the investigator. If the electronic
diary data is transferred to a
central repository away from the
investigative site, it is important
for the investigator to maintain
access to and responsibility for
such data.19-21 The sponsor can
employ a trusted third party to act
on behalf of the investigator to
maintain the source data.202! The
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investigator should have 24/7
access to the data (through a
secure Internet connection, for
example), and should authorize
any changes to the source data.
Exactly how this is achieved may
be different from one system to
another. The investigator, like the
monitor, is also freed from the
review of pages of paper diaries
and can attend to the treatment of
the clinical subjects.

Finally, the subject in an EPD
study provides the data directly—
as opposed to an investigator
taking measurements, such as
blood samples, from the subject.
With an EPD, as with a paper
diary, training is necessary so that
the subject clearly understands
how the diary is used to collect
study data. The simpler the inter-
face on the electronic diary, the
more quickly subjects can be
trained and the more likely they
are to comply with the protocol
procedures.

Although researchers new to
EPD often express concern about
subject acceptance of the technol-
ogy, a number of studies have
shown that subjects prefer
electronic over paper diaries.22.23
As a result, their compliance with
completing diary entries can be
very high.6

9 Steps in the Clinical Trial Life Cycle (CTLC)a

Steps 1 and 2

The first and second steps in the clinical trial life cycle (see
Figure 4) generate a clinical protocol that will directly initiate the
SDLC process for the EPD system (see Figure 3). This protocol
needs to include a description of the EPD system, but the clinical
team can maintain the typical focus of a protocol.

Steps 3,4, and 5

Establishing the trial infrastructure includes selecting a CRO (if
one is to be used), selecting a site, and determining the
availability of clinical supplies. At the same time, the technical
team will be developing the FRS and actually building the EPD
system. Technical team members will need to rely on consultation
from the clinical team, which has the clear vision of the subjects’
needs. This process should be much like the CRF development
and review process that would normally occur, but with an
electronic medium.

Once the EPD system is in beta phase, which means it is fully
functional, the training materials can be collaboratively developed
by the clinical and technology teams. The CRAs can then be
trained on the EPD component of the trial as well as the other,
traditional components (such as drug supply, randomization plan,
recruitment, and CRFs).

During the site selection and initiation components of the clinical
trial development cycle, sites can be introduced to the concept of
the EPD system, and if possible, given a demonstration. In this
way, the sites can begin the learning process for the EPD trial, if
they have not had a previous experience.

Step 6

Once the trial development is complete, the EPD system will be
ready for user acceptance testing. The clinical team, again, as the
experts on the subjects’ needs, should evaluate whether the EPD
system that has been built actually does meet the letter (as well
as the spirit) of the protocol’s requirements. This is a very
important task for the clinical team and can be carried out with
support from the technology team. The key questions for the
clinical team are: Will this system work for our subjects? Does
this system rigorously and accurately capture our primary and
secondary endpoints? The actual testing can be completed by the
clinical team members themselves, a few selected sites, and/or
mock subjects (under a test protocol).

Steps 7 and 8

With user acceptance testing complete, the software validated,
and all other aspects of the trial prepared, the clinical team is
now ready for the investigator meeting and the launch of the trial.
The investigator meeting is often used as the venue to train the
sites on the EPD system. More recently, Internet-based training
techniques have been employed, especially for sites that cannot
attend the investigator meeting. Following the investigator
meeting and site training on the EPD system, the study is
launched and subjects are recruited. The sites and CRAs at this
point can implement their newly learned skills on the EPD system.
During the trial, data is available for ongoing review and cleaning,
where necessary. At the completion of the trial, the cleaning
process can be efficiently completed (in days after the last
subject is out), and the EPD database locked for analysis.

Step 9

At the completion of the trial, the cleaning process can be
efficiently completed (typically within days after the last subject is
out), and the EPD database locked for analysis. In an EPD trial,
the investigative site will receive a permanent, archived form of
the data, which will need to be kept available for inspection by a
regulatory body. The sponsor should provide the site with clear
instructions on how to read and interpret the data.

aFigure 4
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Technical-regulatory perspec-
tive (Stokes). The sponsor, in
collaboration with the technical
team (if outside of the sponsor),
has overall responsibility for
ensuring that relevant technical
components are in place for the
trial. As stated above, the FDA
Guidance for Industry: Computer-
ized Systems Used in Clinical
Trials!3 identifies electronic
subject diaries as collecting
electronic source records and the
ICH guideline for GCP (4.9)
identifies the investigator as
responsible for all subject source
records.!4 The sponsor, repre-
sented by a combination of the
clinical and technical teams,
needs to translate these regula-
tory directives into system
functionality for data access,
review, query resolution, report-
ing, and retention for audit and
inspections. Of course, broadly,
these responsibilities are the
same for any subject self-report
study, whether using paper or
technology.

The sponsor designates the
roles and responsibilities for
review, query resolution, analysis,
and reporting of the diary data. In
an EPD study the roles and
responsibilities are reflected in
the assignment of system roles
and access to the database of
diary data. Monitors, for example,
should only have read-only access
to the source diary data, because
the data is the responsibility of the
investigator, and that would be
clearly specified in the documen-
tation on system privileges (21
CFR11).16

The format must also be
defined for export of subject data
from the diary database to the
sponsor’s clinical data manage-
ment or statistical analysis
systems. The physical and logical
management of diary devices and
data across CROs or other third
parties involved in the trial needs
to be defined. Procedures for data
clarification, assistance with
technology  problems, and
emergency response for medical

questions also need to be defined.
Finally, training of the investiga-
tors and monitors is also the
responsibility of the sponsor.

The sponsor (or a technology
representative) needs to train the
investigator’s staff in how to use
the diary and how to teach its use
to subjects. Once trained, the
investigator’s staff trains subjects
in how to use the electronic diary,
how to transfer the data back to
the host server, if appropriate
(which could be as simple as
putting the PDA into a transfer
device at night), and the security
measures to follow when using
the PDA (such as safe storage of
the device and use of a subject
password). The investigator’s
staff, with support from the
sponsor, will assign and track
device ID codes with subject ID
codes for proper authentication
and confidentiality of diary data.

The sponsor’s clinical research
associates or the CRO’s medical
monitors need to be trained in all
aspects of the investigator and
subject roles so that they can
continue ongoing training to
support investigator sites.

The subjects in an EPD trial, as
mentioned above, directly provide
the data. If subject data is to be
sent across borders and across
organizations for review and data
processing by people outside the
investigator site, the subject’s
written consent is required. This
is in accordance with the EU
Privacy Act of February 1995
(Directive 95/46/EC) and for the
USA after April 2003, it is the
medical research provision of the
Hospital Insurance Portability and
Accountability Act (HIPAA, June
2002).24

The clinical trial life cycle and
the system development life cycle
interact in the design, develop-
ment, and deployment of
electronic diaries. The complete
development and implementation
of an EPD trial is illustrated in
Figures 3 and 4. Figure 3 shows
the life cycle—development,
implementation, and wrap-up
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steps—for developing the EPD
system. Figure 4 shows the life
cycle of a clinical trial. The table
summarizes in narrative form the
steps depicted in Figures 3 and 4.
In an EPD study, the two life
cycles are interdependent.

The protocol is key to
success

This discussion shows that two
perspectives, technical systems
and clinical science, converge on
a common message: A well-
defined clinical protocol is key to
the success of an electronic
subject diary system, and it takes
close collaboration of a sponsor’s
clinical and technical teams to
develop a suitable URS based on
the protocol.

At the tactical level of building
an EPD trial, the clinical team
conducts its normal development
tasks to prepare for a study, while
working interactively with the
technical team on the preparation
of the EPD system. The develop-
ment of the EPD system follows a
system development life cycle
(SDLC, Figure 3), just as any
other regulated computerized
system does. This SDLC occurs
concurrently with the normal
clinical trial life cycle (CTLC,
Figure 4). Although this dual
track approach can be challeng-
ing for the first EPD study for a
clinical team, both software and
clinical trial development cycles
can and should run in parallel to
yield a successful and timely
study launch, execution, and
completion.

It is perhaps most important
that the clinical team appreciate
its role in defining the medical
moments and the way they are to
be self-reported as the initiating
step in the development of the
EPD, and to give careful consider-
ation to the new ways that
technology can enhance their
trial design.

The next article in this series
(Part 3) will discuss in greater
detail how electronic diaries are
validated and the respective roles

of the clinical and technical teams
in working to achieve data quality
and regulatory compliance.
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With the approaching retirement of the Applied Clinical Trials Editor-in-

Chief, the publisher is accepting resumes for her replacement.

Applicants’ education and experience should include

e a 4-year degree in Journalism, Communications, English, or other
relevant discipline—or commensurate experience.

* 3-6 years of relevant publishing/magazine experience and one year

management experience.

» Clinical research experience preferred, but not essential.

The successful applicant will be able to demonstrate the following skills
e grammatical accuracy, clarity, completeness, and appropriateness for
the clinical research audience and conformity to established standard

format guidelines.

the use of desktop publishing and word processing software

e understanding of budgeting and resource allocation.

* ability to quickly learn and use new and possibly complex information.

* ability to gather, interpret, process, and disseminate information
honestly, accurately, objectively, fairly, and thoroughly.

* understanding and application of copyright laws.

* ability to anticipate and respond to market and industry conditions that
present potential opportunities for and threats to the magazine.

* history of working in partnership with sales to meet business and
advertiser needs without compromising editorial integrity.

Please send resumes and work samples to
Wayne K. Blow, Publisher
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485 Route 1 South, Building F, First Floor

Iselin, NJ 08830, USA
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